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' :~WTH is aColdBoot Attack?
.;Whythis presentation?

“What do we wanna know and GI’IJ Q. o
{(and how)?

» Personal motivations

. Whyso many questions?
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Volatile or NonVolatile
JDRAMand SRAM

time and temperature

What kind of information do we
B have there?
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' €%Pastauthors,pasttheorkm
.* Peter G.
Others

¢ Volatile (fast decaying)is
® actually...

?(S)O:me)t ime to discharge
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DRAMs

P« Transistors and Capacitors

~Reads capacitors and change its
state

—Storages electrical loads

E How do they work?

—Bitlines (columns) X Wordlines
(lines) = Address

- (<50%)0 and 1 (>50%)
lcgreshoperation
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F Dccayand Temperat ure »3@

.J.

B Dccaying in environment
temperature
Coldtemperature
—Whyfreeze? Cryogenic!

—FElectrical loads

B Pattcrns exist

" *Seethe Mona Lisa image test







DATA on DR AM:s
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E S C apmg?

is our enemy (0r allied?)

;afcoreboot
_"’*'E CC Memory

§ ° Mandatoryscrubbing
' HW Protection

'. }Not a 100% functional (like
‘everything)
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We need fun to eo

So,what do we need?

Physical Access
Remote (dhcpd + tftpd = <3) =

Aplaceto storethe data

Tools and Imagination
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Phys1cal Access A

B cBooting w/ tools
'I;_—’i-Pod
— Any disk
Special BIOS (coreboot to the
&’ rcscuce)
Police,thieves,and other
B .forensics specialists




Remote

“ PXE netBoot
e Depending of the BIOS
*Slide a NIC into the picture
EFInetboot
Currently x86 only
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R:First of all,what do you want ?

JHow can we do it ?

—Dump the memory

—Hexreader (veryslow)
—"nixsystem(we recommend! ;D)
—Find those keysT (automate it)
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Keys arec the key

Not just encrypted dis ks

A lot of keys fromdifferent places :

¢, Everything is on memory!
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KE YS 1S key pZ

3 Extract them
- —How?
w— Bruteforce
—Assuming byte alignment

Erros make it difficult to recover
data

—Hamming Distance

Goodtheory

.' for that ({rsa aes}keyfmder)




,Download the code.

It s slowlymaking its way into the
Debian Forensics project



http://citp.princeton.edu/memory/code/
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The Met ho d

Dumping

E xtracting the important data or
~Whatever (DRM?RE?)

Useful for finding “bugs”
‘ Go go Apple!
> The skyis the | imit







The po mt

Physical realities

cooling the memorysounds funny
= but it onlyrequires canned air B v
The FBland the DHS ﬁnterns)areus}(f%“”
' thesetechniques in real cases.

Youdecide if it’s an impractical
attack




Thank you!

(Please write anti-forensics
software)




