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Agenda

• In t r o d uc t io n !

• K n o w in g  

• E n j o yin g

• Ye a h , it ’s  s impl e  l ike  t h a t



Introduction

• WT H  is  a  C o l d  B o o t  A t t a c k?
• Wh y t h is  pr e s e n t a t io n ?
• Wh a t  d o  w e  w a n n a  kn o w  a n d  e n j o y 

(a n d  h o w )?
• P e r s o n a l  mo t iva t io n s
• Wh y s o  ma n y q ue s t io n s ? 



K N O WIN G



Wh a t  d o  w e  n e e d  t o  
kn o w ?

• Vo l a t il e  o r  N o n -Vo l a t il e
• DR A M a n d  S R A M
• De c a y a s  a  f un c t io n  o f  c h a r g e , 

t ime  a n d  t e mpe r a t ur e
• Wh a t  k in d  o f  in f o r ma t io n  d o  w e  

h a ve  t h e r e ?
• H o w  t o  e s c a pe ?

• n o  e xit



Vo l a t il e  o r  N o n -Vo l a t il e

• P a s t  a ut h o r s , pa s t  t h e o r ie s
• P e t e r  G .
• O t h e r s

• Vo l a t il e  (f a s t  d e c a yin g ) is  
a c t ua l l y…

(s o me )t ime  t o  d is c h a r g e



DR A Ms

• T r a n s is t o r s  a n d  C a pa c it o r s
– R e a d s  c a pa c it o r s  a n d  c h a n g e  it s  

s t a t e
– S t o r a g e s  e l e c t r ic a l  l o a d s

• H o w  d o  t h e y w o r k?
– B it l in e s  (c o l umn s ) X Wo r d l in e s  

(l in e s ) = A d d r e s s
– (<5 0 % ) 0  a n d  1  (>5 0 % ) 

• R e f r e s h  o pe r a t io n  



R e f r e s h  O pe r a t io n

\ \  b y K r iz B a r z –  ic o mp.c o m.b r



De c a y a n d  T e mpe r a t ur e

• De c a yin g  in  e n v ir o n me n t  
t e mpe r a t ur e

• C o l d  t e mpe r a t ur e
– Wh y f r e e ze ? C r yo g e n ic !
– E l e c t r ic a l  l o a d s  

• P a t t e r n s  e xis t
• S e e  t h e  Mo n a  L is a  ima g e  t e s t

 



F r e e zin ’

\ \  b y K r iz B a r z –  ic o mp.c o m.b r



DA T A  o n  DR A Ms

• A  l o t  o f  in t e r e s t in g  s t uf f s

• Us e r s  a n d  pa s s w d s

• *e n c r ypt io n  ke ys *



E s c a pin g ?

• B IO S  is  o ur  e n e my (o r  a l l ie d ?)
• c o r e b o o t

• E C C  Me mo r y
• Ma n d a t o r y s c r ub b in g

• H W P r o t e c t io n
• N o t  a  1 0 0 %  f un c t io n a l  (l ike  

e ve r yt h in g )



E N J O YIN G



We  n e e d  f un  t o  e n j o y

S o , w h a t  d o  w e  n e e d ?

P h ys ic a l  A c c e s s  
R e mo t e  (d h c pd  + t f t pd  = <3 )

 A  pl a c e  t o  s t o r e  t h e  d a t a
   

T o o l s  a n d  Ima g in a t io n



P h ys ic a l  Ac c e s s

B o o t in g  w /  t o o l s
– iP o d
– A n y d is k

S pe c ia l  B IO S  (c o r e b o o t  t o  t h e  
r e s c ue )

• P o l ic e , t h ie v e s , a n d  o t h e r  
f o r e n s ic s  s pe c ia l is t s  

24/09/08

              



R e mo t e

• P XE  n e t B o o t
– De pe n d in g  o f  t he  B IO S

• S l id e  a  N IC  in t o  t h e  pic t ur e

• E F I n e t b o o t
C ur r e n t l y x8 6  o n l y

24/09/08

              



T h e  Da t a

• A  pl a c e  t o  k e e p it
– B e  q uic k  o r  b e  d e a d !

Ma in l y US B  Dr iv e s  /  F ir e w ir e

24/09/08

              



T 0 0 l s  

• F ir s t  o f  a l l , w h a t  d o  yo u wa n t  ?
• H o w  c a n  w e  d o  it  ?

– Dump t h e  me mo r y
– H e x r e a d e r  (v e r y s l o w )
– *n ix s ys t e m ( w e  r e c o mme n d ! ;D)
– F in d  t ho s e  k e ys ! (a ut o ma t e  it )

24/09/08

              



K e ys  a r e  t h e  k e y 

N o t  j us t  e n c r ypt e d  d is ks

A  l o t  o f  k e ys  f r o m d if f e r e n t  pl a c e s

E v e r yt h in g  is  o n  me mo r y!

24/09/08

              



24/09/08

              

• E xt r a c t  t h e m
– H o w ?
– B r ut e -F o r c e
– A s s umin g  byt e  a l ig n me n t

E r r o s  ma k e  it  d if f ic ul t  t o  r e c o v e r  
d a t a

– H a mmin g  Dis t a n c e
G o o d  t h e o r y...

• To o l s  f o r  t h a t  ({r s a ,a e s }k e yf in d e r )

K E YS  is  t h e  k e y p2



T 0 0 l s  p2

• P ub l is h e d :
– ht t p:/ / c it p.pr in c e t o n .e d u/ me mo r y/ c o d e /

Do w n l o a d  t he  c o d e .
It ’s  s l o w l y ma k in g  it s  way in t o  t h e  

De b ia n  F o r e n s ic s  pr o j e c t

24/09/08

              

http://citp.princeton.edu/memory/code/


T h e  Me t h o d

Dumpin g

E xt r a c t in g  t he  impo r t a n t  d a t a  o r
Wh a t e v e r  (DR M? R E ?)

Us e f ul  f o r  f in d in g  “b ug s ”
G o  g o  A ppl e !

T he  s ky is  t h e  l imit

E a s y? Mayb e ...
24/09/08

              



DE MO  

24/09/08

              



T h e  po in t

P h ys ic a l  r e a l it ie s
c o o l in g  t h e  me mo r y s o un d s  f un n y 
b ut  it  o n l y r e q uir e s  c a n n e d  a ir

T he  F B I a n d  t h e  DH S  (in t e r n s ) a r e  us in g  
t he s e  t e c h n iq ue s  in  r e a l  c a s e s .
Yo u d e c id e  if  it ’s  a n  impr a c t ic a l  
a t t a c k

24/09/08

              



Thank you!
(Please write anti-forensics 

software)

24/09/08

              


